Resolving Website security certificate error: Using E-Print as root Certificate
Authority (CA) as example

1) Client sees the following page indicating a problem with the website’s security certificate.
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'g) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

SErver.
We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

¥ Continue to this website (not recommended).

& More information

2) When clicking “Continue to the website (not recommended)” the client will see the following
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3) Client should then “left-click” on * to the right of the website address.



4) The client will see the following Untrusted Certificate pop-up and should click on “View certificates”

'-gj Untrusted Certificate
-

The security certificate presented by this
wiebsite was not issued by a trusted
certificate authaority.

Lill

faol you or intercept any data vou send to

This prablem may incicate an attermpt to
the serser.
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We recammend that you clase this webpage.

About certificate errors

H View certificates
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5) The client should then click on the “Certification Path” tab on the Certificate dialog box
Certificate

General | Details | Certification Path

i
%- Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to:  eprint.unce.edu

Issued by: Cal

valid from 10/16/2005 ko 10{16{2009

[Install Certificate. .. ]




6) On the “Certification Path” dialog box, the client should then highlight “CA1” then click the “View
Certificate” button. “CA1” is the root Certificate Authority and is in this case a self-signed certificate.

’Ce rtificate “

General | Details | Certification Path

Certification path
7

eprint,unce.adu

View Certificate

Certificate status:

This CA Root certificate is not trusted because it is not in the Trusted Rook
Certification Authorities store.

7) The client should then click “Install Certificate” on the CA1 Certificate dialog box.

Certificate

General | petails | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  CAL

Issued by: CAl

valid from 11/2/2006 to 112/2011

Install Certificate. ..




8) The “Certificate Import Wizard” is launched. Click Next to continue.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate krust
lists, and certificate revocation lists From vour disk ko a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

Ta continue, click Next,

[ TMext > ] [ Cancel

9) Click Next to continue.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location For
(®) Automatically select the certificate store based on the type of certificate

(O Place all certificates in the Following store

[ < Back. ][ TMext > ][ Cancel

10) Click Finish to continue.

Certificate Import Wizard

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Impart
wizard.
‘fou have specified the following settings:

Certificate Store Selected  Automatically determined by ¢
Content Certificate

< Back ][ Finish ][ Caneel




11) Click Yes to install the certificate.

I £l

'2 ‘¥ou are about to install a certificate from a certification authority (CA) claiming to represent:
L
Al

Wwindows cannot walidate that the certificate is actually From "Ca1", You should confirm its origin by contacting "Ca1", The Following number will assist
wou in this process:

Thumbprint (shal): FSOEABA] 493738EF 6129BE94 BESAEFI0E CCFA32C0
Warning:
IF vou install this rook certificate, Windows will automatically trust any certificate issued by this Ca, Installing a certificate with an unconfirmed

thumbprink is a security risk, IF vou dick "Yes" vou acknowledage this risk,

Do yiou wank bo install this certificate?

12) The certificate has been successfully installed when you see the following prompt. Click “OK”.

= =1

Certificate Import Wizard

\y The import was successiul,




